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The Mandate

Federal Government agencies must certify and accredit their networks as prescribed in the Government Security Policy

(GSP) published in February 2002.

Certification & Accreditation

Certification & Accreditation Capabilities

Elytra possesses in-depth knowledge and applied
experience in analyzing and advising Accreditation
Authorities of Residual Risks as derived by the

following certification processes.

e DND Certification and Accreditation Guideline
(CAG)

e PWGSC Risk Management Framework (RMF)

o TFacilitated Risk Assessment Process (FRAP)

e CSE — Guide to Certification and Accreditation for
Information Technology Systems (MG — 4)

In addition, Elytra offers expert in-house capability to
produce or evaluate pertinent Certification and

Accreditation documentation such as:

e Enterprise Infrastructure Security Diagrams
e Statements of Sensitivity

o Threat Risk Assessments (TRA)

e Concept of Operations

Elytra Security Posture

o Staff with approved government security clearances
o Government Approved Secure Facility

Value-Added IT Security Services

Elytra is also expert in various vulnerability assessment
methodologies that formulate critical inputs into the

Certification and Accreditation process:

Vulnerability Assessment Services

Incident Handling Procedures (SANS Certified)
Wireless Network Vulnerability Assessments
Technical Physical Security Site Inspections

e Penetration Testing and Reporting

Incident Response and Forensic Analysis

Security Awareness Training

To supplement your Certification and Accreditation
initiative, Elytra can also provide bilingual Security
Awareness Training that can be held in all of your
organization’s offices from coast to coast. These
custom-designed sessions are driven by your
organization’s policies, procedures, and standards. This
type of training strengthens your overall security

posture by improving your staff’s understanding of it.
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Elytra Enterprises Inc. — Your IT Security Company Elytra are the shell — like wings that protect the ladybug’s body.
Similarly, Elytra Enterprises protects your network with best in class I'T Security Consulting Services. Established in Ottawa

in 2000, Elytra is uniquely positioned to address Canadian business requitements, in both the public and private sectors.
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