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Stealth MXP

Secure Digital Identity and Encrypted Storage

Stealth MXPE is a Portable Security Device. It is a USB powered, secure, multi-functional
product with on-board processing for seamless, hardware based encryption, secure
storage and strong authentication. Stealth MXP provides unprecedented security,
functionality and pexibility in the management of sensitive corporate information on a
portable device as well as protection and assertion of personal and corporate digital
identities.

Stealth MXP is ideally suited for enterprise security applications such as Single Sign On,
PKI, encryption, and remote access. It has management interfaces that enable
organizations to fully control security policies, deployment and usage of the devices.

As a digital identity device, Stealth MXP interoperates with virtually any security

infrastructure providing unprecedented pexibility and mobility of digital credentials. It

protects these credentials with strong user authentication (biometric, password or both)

which allows systems to enforce 2 or 3 factor authentication. Stealth MXP is also ready for

the emerging digital identity meta-system as a WS-Trust Portable Security Token Service

(PSTS) capable of issuing SAML tokens for secure claims based identity transactions to

target services. Stealth MXP offers a host of general purpose, industry standard,

cryptographic services, including random number generation, key generation with internal or external entropy,
encryption and decryption, signature generation and veriycation, one time password, and secure hash.

Stealth MXP also offers transparent encryption (AES 256) of portable mass storage in a fisticko format. The
Stealth MXP uses a patent pending communication protocol that provides true portability on any environment that
supports USB mass storage.

Stealth MXP technology is available in other hardware versions for those who do not need the portable mass

storage or biometric capability. These device alternatives are Stealth MXPE Bio Token, which has no user mass
storage, and Stealth MXPE Token, which does not have mass storage or biometric authentication.
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